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Abstract
Following	the	Information	Age,	a	new	computational	data	structure	known	as	blockchain	has	

risen	to	prominence	as	an	open,	public,	distributed	ledger	with a	wide	range	of	uses	such	as	
applications	in	secure	sharing	of	medical	data,	voting	mechanisms,	cross-border	payments,	
personal	identity	security,	and	most	notably	cryptocurrency	exchange.	Blockchains	seek	to	
revolutionize	how	we	handle	our	data	fundamentally.	On	the	other	hand,	the	technological	
development	of	quantum	computers	has	opened	several	vulnerabilities	to	numerous	blockchain	
applications.	Therefore,	improper	methods	of	establishing	privacy	for	blockchain	can	compromise	
large	amounts	of	user	data,	making	the	development	of	high-level	privacy-preserving	mechanisms	
impervious	to	quantum	computing	of	great	importance.	In	this	research,	we	developed	three	
security	schemes	for	quantum	computing	resistant	blockchain	applications.	The	first	security	
scheme	was	the	use	of	classical	quantum	mappings	for	zero-knowledge	proof	of	data.	The	second	
security	scheme	proposed	was	an	optical	encryption	scheme	for	information	security	under	the	
basic	double	random	phase	encoding	framework	using	enhanced	complexity	and	immunity	in	the	
Fresnel	domain.	The	final	mechanism,	we	proposed	is	a	wavelet-based	steganography	scheme	for	
increased	storage,	concealment,	and	limited	accessibility.	We	used	a	wavelet	domain	to	transmit	
pseudo-quantum	signals	in	RGB	color	QRs	for	robust	and	secure	data	encryption	capabilities.el.

Quantum / Pseudo Quantum Proof of Work Additional Information concealment and security using color QR 
codes with pseudo-quantum steganography

Wavelet Transforms
In	numerical	and	function	analysis,	a	
wavelet	transform	decomposes	an	input	
signal	into	different	frequencies.	
Discrete	wavelets	are	more	helpful	than	
the	Fourier	Transform	since	wavelet	
samples	are	discretely	sampled	to	
extract	local	spectral	and	temporal	
information.

Asymmetric encryption algorithm in the fresnel domain

Quantum Computing, Asymmetric encryption, and Zero-
Knowledge Proof

A	post-quantum	blockchain	application	in	M-band	Wavelet	and	
Fresnel	domain:	A	steganography	based,	decentralized,	distributed	

ledger	system

filter	banks	as	following:
α=	[-0.06737176,	0.09419511,	0.40580489,	
0.56737176,	0.56737176,		0.40580489,	
0.09419511,	-0.06737176]
β=	[-0.09419511,	0.06737176,	0.56737176,	
0.40580489,	-0.4058048,			-0.56737176,	-
0.06737176,	0.0941951]
γ=	[-0.09419511,	-0.06737176,	0.5673717,	-
0.4058048,	-0.4058048,		-0.5673717,	-
0.06737176,	-0.0941951]
δ=	[-0.06737176,	-0.09419511,	0.40580489,	-
0.56737176,	0.56737176,	-0.40580489,	
0.09419511,	0.06737176]

Research Conclusions and Acknowledgements

Quantum	computer	use	quantum	bits	and	the	laws	of	
quantum	mechanics	to	solve	certain	computational	
problems	faster	(with	often	exponential	or	logarithmic	
speedups)	over		classical	bit	computers.	Quantum	
computing	algorithms		poses	a	threat	to	most	existing	
blockchain	applications	that	use	asymmetric	encryption	
to	authenticate	users	in	a	network		and	zero-knowledge	
proof	which	verify	data	transactions	over	a	network.

Proof	of	work	algorithms	
used	by		most	existing	
blockchains	are	often	
dependant	on	one	way
functions	and	the	difficulty	
of	finding		the	inverse	of	
these	functions.	However
these	NP-hard	problems	are	
often	used	to	exponentially	
speed	up	inversion	and	
collision	attacks.

Public-key	cryptography,	also	known	as	
asymmetric	cryptography,	is	a	cryptographic	
system	that	uses	a	pair	of	keys,	a	public	key	known	
to	others,	and	a	private	key	known	only	by	the	
owner.	In	the	system,	any	person	can	encrypt	a	
message	using	the	intended	receiver's	public	key	
that	can	only	be	decrypted	using	the	receiver's	
private	key.	This	technology	which	is	fundamental	
to	digital	signature	technology	and	authenticating	
users	in	a	network		is	vulnerable	to	quantum	
computing	algorithms

Post-quantum	proof	of	work		algorithms	exist,	one	such	being	packet	quantum	
network	intercommunication	using	quantum	information	theory.		In	quantum	
information	theory	we	have	a	quantum	channel	that	acts	as	a	communication	
mechanism	that	can	transmit	quantum	information	that	can	be	manipulated	using	
quantum	information	processing	techniques.

We	may	prove	that	two	people	have	the	
exact	quantum	representation	of	some	data	
if	
(Pr	(	|φ〉 )	=	1)	- (	Pr	(	|φ'〉 =	1))	<	ε	,	
where	|φ〉and	|φ'〉 represent	two	
quantum	states	of	two	separately	entered	
data	sets	and	ε	where	is	negligible.	

Further data optimization can be achieved similar to
that of the use of hash trees in Bitcoin servers

Implementing	packet	quantum	network	
intercommunication	between	multiple	parties,	like	the	use	
of	a	swap	gate	,	would	enable	us	to	transmit	any	zero-
knowledge	proof	where	some	user	data	exists	and	has	
associated	data	information.

Because	of	the	wave	function	collapse	the	quantum	nature	
of	the	system	"leaks''	into	the	environment	making	solving	
the	function	inverse	of	the	quantum	representation	of	the	
data	difficult	or	downright	impossible.	

Because	of	difficulties	in	accessing		a	
quantum	computer	we	sent	pseudo-quantum	
signals	over	a	peer	to	peer network	using	
Socket	programming,	an	OS-level	abstraction	
for	a	communication	endpoint.		

We	first	create	a	function	to	transform	our	
data	(numerical,	string,	byte,	etc.)	into	a	
numerical	table		in	which	we	use	a	pseudo	
quantum	signal	that	can	be	stored,	
transmitted,	and	verified	by	a	simulated	
network.	Though	the	algorithm	isn’t	
quantum-resistant	it	is	useful	for	
conceptualizing	a	post	quantum	proof	of	
work	network.	

In	blockchain	applications,	the	authenticity	and	integrity	of	a	message,	software,	or	
digital	document	are	validated	using	digital	signature	technologies.		Encryption	and	
decryption	typically	work	using	encryption	algorithms	and	mathematically	generated	
keys	to	turn	plaintext	to	ciphertext	and	back	to	plaintext.	However,	because	of	the	
nature	of	quantum	computing	algorithms,	many	fundamental	encryption	algorithms	are	
not	quantum	resistant.	However an	optical	scheme	for	information	encryption	under	a	
double	random	phase	encoding	framework	using	phase-truncation	in	the	Fresnel	
domain	can	be	created	to	make	a	post	quantum	asymmetric	encryption	algorithm.	

Suppose	that	f(x,y)	is	the	primary	single	color image	we	use	to	
input	into	the	encryption	algorithm.	To	first	create	double	phase	
encoding	in	the	Fresnel	domain,	we	have	to initially	apply	a	
modified		(G-S)	phase	retrieval	algorithm	using	the	fresnel	
transform	to	obtain	

We first separate the phase and amplitude of an image by
multiplying the amplitude of the original image by a random phase
mask then taking its fresnel transform. We also take the phase of
image as a Fresnel domain key for encrypting randomly generated
image called an RIM, e(x,y). This image is bonded with a random
phase mask exp{i2πR(x,y)} whose Fresnel transform is calculated.
Finally, we multiply by the phase-only mask, and its Fresnel
transform is calculated again to encrypt an image with the phase of
our image as another key.

We can decrypt the original single color image by using the
separate keys to find the random phase mask used. We find out
the phase-only mask by figuring out the following: the encrypted
image, the propagation distances, the random intensity image, and
the phase of original image.

Steganography is the practice of concealing a message within another message or physical image. Color QRs (a 
series of red, green, and blue color images stacked on one another to create a robust image with enhanced 
capacity)  lend themselves to a valuable key to steganography-based applications. Stegnatfied images appear to be 
untampered to the human eye and often undetectable by computer systems unless exact precautions are taken. 

We can use pseudo-quantum signals to embed and extract additional data to enhance the carrying capacity of 
images is as follows

One	could	add	additional	complexity	by	using	color	images	to	
generate	more	asymmetric	key	as	well	pseudo-quantum	
steganography	to	deter	attackers	and	add	additional	information	
carrying	capabilities.

Where	W	is	the	wavelet	transform,	I	is	the	barcode,		X	is	the	data	to	be	
embedded	into	the	barcode,	ɛ	is	the	embedding	intensity,	and	K	is	
matrix	with	each	data	entry	a	random	value	from	0	to	1	similar	to a	
qubit.

In this research, we developed three security schemes to develop a quantum computing resistant
blockchain application. The first security scheme we developed was the use of classical to quantum
mappings for zero-knowledge proof of data. This first proposed security scheme was done in accordance
with finding a solution to Grover’s algorithm effect on zero-knowledge proof. In our research were able
to explore methods of data encryption and network storage using quantum mechanical properties.
Classically we used a pseudo-quantum representation to illustrate a peer-to-peer network that’s able to
send, receive, encode, and decode pseudo-quantum signals of classical data to illustrate the tele-quantum
communication network. The second security scheme proposed was an optical encryption scheme for
information security under the basic double random phase encoding framework using enhanced
complexity and immunity in the Fresnel domain. This was done to tackle the problems created by Shor’s
algorithm and digital signature technology. We showed the encryption of an image using a phase retrieval
algorithm, double fresnel transforms, and a phase-only mask along with the reverse encryption with low
error rates. The final mechanism that we used was intended to enhance the security and information-
carrying capability of the optical encryption scheme. In this research, we proposed a wavelet-based
steganography scheme for increased storage, concealment, and limited accessibility. We used a wavelet
domain to transmit pseudo-quantum signals in RGB color QRs for robust and secure data encryption
capabilities. In the future, more research and testing can go into the creation and optimization of classical
to quantum channels for possible applications, along with further chaos testing of the encryption schemes
explored in this research.
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